e Configuring Forwarders

e Configuring Root Hints

A forwarder is a Domain Name System (DNS) server on a network that forwards DNS queries
for external DNS names to DNS servers outside that network. You can also forward queries
according to specific domain names using conditional forwarders.

You designate a DNS server on a network as a forwarder by configuring the other DNS servers
in the network to forward the queries that they cannot resolve locally to that DNS server. By
using a forwarder, you can manage name resolution for names outside your network, such as
names on the Internet, and improve the efficiency of name resolution for the computers in your
network. For more information about forwarders and conditional forwarders, see Using
Forwarders.

The following figure illustrates how external name queries are directed with forwarders.

When you designate a DNS server as a forwarder, you make that forwarder responsible for
handling external traffic, which limits DNS server exposure to the Internet. A forwarder builds
up a large cache of external DNS information because all the external DNS queries in the
network are resolved through it. In a small amount of time, a forwarder resolves a large number
of external DNS queries using this cached data. This decreases the Internet traffic over the
network and the response time for DNS clients.

A DNS server that is configured to use a forwarder behaves differently than a DNS server that is
not configured to use a forwarder. A DNS server that is configured to use a forwarder behaves as

follows:
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1. When the DNS server receives a query, it attempts to resolve this query by using the zones

that it hosts and by using its cache.

2. If the query cannot be resolved using local data, the DNS server forwards the query to the

DNS server that is designated as a forwarder.

3. If forwarders are unavailable, the DNS server attempts to use its root hints to resolve the

query..

When a DNS server forwards a query to a forwarder, it sends a recursive query to the forwarder.
This is different than the iterative query that a DNS server sends to another DNS server during

standard name resolution (name resolution that does not involve a forwarder).

Conditional forwarders

A conditional forwarder is a DNS server on a network that forwards DNS queries according to
the DNS domain name in the query. For example, you can configure a DNS server to forward all
the queries that it receives for names ending with corp.contoso.com to the IP address of a

specific DNS server or to the IP addresses of multiple DNS servers.

Internet name resolution

DNS servers can use conditional forwarders to resolve queries between the DNS domain names
of companies that share information. For example, two companies, Wingtip Toys and Tailspin
Toys, want to improve how the DNS clients of Wingtip Toys resolve the names of the DNS
clients of Tailspin Toys. The administrators from Tailspin Toys inform the administrators of
Wingtip Toys about the set of DNS servers in the Tailspin Toys network where Wingtip Toys
can send queries for the domain dolls.tailspintoys.com. The DNS servers in the Wingtip Toys
network are configured to forward all queries for names ending with dolls.tailspintoys.com to the
designated DNS servers in the network for Tailspin Toys. Consequently, the DNS servers in the
Wingtip Toys network do not have to query their internal root servers—or the Internet root

servers—to resolve queries for names ending with dolls.tailspintoys.com



Root Hints

Root hints are DNS data stored in a DNS server. The root hints provides a list of preliminary
resource records that can be used by the DNS service to locate other DNS servers that are
authoritative for the root of the DNS domain namespace tree. Root hints are used to prepare
servers authoritative for non-root zones so that they can learn and discover authoritative servers
that manage domains located at a higher level or in other subtrees of the DNS domain
namespace. These hints are essential for servers authoritative at lower levels of the namespace

when locating and finding servers under these conditions.

For example, If a DNS server (ServerA.corp.com) is answering a query for a domain, such as the
anlTKB.com domain, ServerA needs some assistance to locate an authoritative server
(ServerB.anITKB.com) for this domain. In order for ServerA to find ServerB, or any other
servers that are authoritative for the anITKB.com domain, it needs to be able to query the root
servers for the DNS namespace. The root servers can then refer ServerA to the authoritative
servers for the [com] domain. The DNS servers for the [com] domain can, in turn, offer ServerA

a referral to ServerB or other servers that are authoritative for the anITKB.com domain.

By default, the DNS Server service implements root hints using a file, named Cache.dns, stored
in the %systemroot%\System32\Dns folder on the server computer. This file normally contains
the NS and A resource records for the Internet root servers. If, however, you are using the DNS
Server service on a private network, you can edit or replace this file with similar records that

point to your own internal root DNS servers.



